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B A D  C O D E
W H AT ’ S  T H E  I S S U E  W I T H  B A D  C O D E ?



Difficulty finding and retaining developers

Lack of motivation

Developers are burned out and overwhelmed dealing with tight deadlines 

Writing secure code is not yet a priority 

Disconnect about creation of quality code

No written SDLC process that incorporates security throughout the lifecycle

If one exists, there has likely been no training on the process

No training on secure code development or how to maintain code

Few written processes that support the development of secure quality code 



BAD CODE

$85
B I L L I O N
P E R  Y E A R



PEOPLE PROCESSES



P E O P L E P R O C E S S E S





PEARSON PLC $1M

SOLARWINDS $40M

CAPITOL ONE $80M

YAHOO $85M

ZOOM $85M

HOME DEPOT $200M

FACEBOOK $650M

EQUIFAX $700M







S E C U R E
W E  M U S T  B U I L D

S O F T W A R E  S O L U T I O N S



Q U A L I T Y  C O D E
W H Y  I S  Q U A L I T Y  C O D E  I M P O R TA N T ?







PER INCIDENT TO CLEAN UP AFTER 
A CYBERSECURITY BREACH$3,800,000



70%
O F  S E C U R I T Y  I N C I D E N T S

A R E  D U E  T O  C O M P R O M I S E D

W E B  A P P L I C AT I O N S



YO U R  S O F T WA R E  D E V E LO P M E N T  P R O C E S S E S  
A N D  P R O M OT E  S E C U R E  C O D E  D E V E LO P M E N T

UNDERSTAND







P E O P L E P R O C E S S E S



PEOPLE
C H A L L E N G E S



T H E  G R E A T

RESIGNATION



QUITTING
Q U I E T





F A C I N G  S O F T W A R E  D E V E L O P E R S

B I G G E S T  C H A L L E N G E S
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EXPECTATIONS
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DEMANDS
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HIGH CLIENT 
EXPECTATIONS

41% 
CUSTOMER 
DEMANDS

40% 36% 
PROJECT 

MANAGEMENT 
ISSUES

F A C I N G  S O F T W A R E  D E V E L O P E R S

B I G G E S T  C H A L L E N G E S



O T H E R  K E Y  B U S I N E S S  C H A L L E N G E S

O T H E R  C H A L L E N G E S



O T H E R  K E Y  B U S I N E S S  C H A L L E N G E S

O T H E R  C H A L L E N G E S

KEEPING 
EMPLOYEES 

ENGAGED

43% 
LIMITED 

RESOURCES

39% 31% 
NOT ENOUGH 

TIME TO 
COMPLETE WORK

28% 
INABILITY TO KEEP 
PACE WITH TOOLS

46% 
MAINTAINING 

CURRENT TALENT



40%
FEEL THAT 
WORKLOAD AND 
DEADLINES FORCE 
THEM TO IGNORE 
BASIC QUALITY 
STANDARDS



AND WORK ABLE APPROACH 
MUST BE CONSIDERED

A MORE REASONABLE 



“Anything that affects the mental 
state of a programmer, … is likely to 
be ref lected in their code. Promoting 
quality code, then, is par tially a 
matter of improving organizational 
health and competence as a whole.”

- KEN LYMAN





PEOPLE
S O L U T I O N S



P R I O R I T I Z E
Y O U R  P E O P L E
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Minimize or don’t allow overtime

Be flexible

Encourage PTO to recharge

Promote a healthy work environment

Be an example

Create a culture of positivity

Show gratitude

Empower employees to be heard

Promote ownership and responsibility



P R O V I D E
O R G A N I Z A T I O N A L  C L A R I T Y



What is expected from them?



What is their role?

What is expected from them?

How can they support the mission?



How can they support the mission?

What is expected from them?

What is their role?



How can they support the mission?

What does success look like?

What is expected from them?

What is their role?



P R O J E C T  M A N A G E M E N T
P R O M O T E  B E T T E R  



P R O V I D E
R E S O U R C E S
&  T R A I N I N G



H A P P Y  C O D E R S
M E A N S  B E T T E R  &  M O R E  S E C U R E  C O D E



P E O P L E P R O C E S S E S



C H A L L E N G E S

PROCESSES



PROCESSES



98% PLACE HIGH IMPORTANCE ON INTEGRATING SECURITY 
THROUGHOUT THE DEVELOPMENT LIFECYCLE

FROM 



98%

15%

PLACE HIGH IMPORTANCE ON INTEGRATING SECURITY 
THROUGHOUT THE DEVELOPMENT LIFECYCLE

REPORT THAT SECURITY IS ALWAYS INTEGRATED FROM 
THE BEGINNING OF THE DEVELOPMENT LIFECYCLE



70%
CITE INCREASED 
PRODUCTIVITY 

67%
COST SAVINGS & LESS 
SECURITY BREACHES



D O C U M E N TAT I O N
I S  A  N E C E S S I T Y  F O R  D E V E L O P I N G  S E C U R E ,  Q U A L I T Y  C O D E





I N V E S T M E N T
M A K E  T H E



I N F O R M E D  D E V E L O P E R S
P R O D U C E  Q U A L I T Y  C O D E

PROCESSES



S O L U T I O N S

PROCESSES



S O L U T I O N S







Adopting security tools

Tools to help teach developers

Support ability to make corrections early on

C O D E  R E V I E W S



REVIEWS
P E E R  C O D E







SECURITY CHAMPIONS
P R O G R A M
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A member of the development team 

Translates application security 

Works with closely with security and dev teams

Helps close the gap between teams

Identifies issues and helps make decisions early

Understands issues and solutions

Proactive in security requirements

An extension of the security team



LEGAL

P E O P L E P ROC E S S E S



C O N S I D E R A T I O N S

LEGAL



LEGAL











NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY



NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY





I N S U R A N C E
C Y B E R



I N S U R A N C E
C Y B E R





THE RIGHT PEOPLE
TO  D O  T H E  R E Q U I R E D  J O B  



VERY SERIOUSLY
TA K E  YO U R  S O F T WA R E  D E V E L O P M E N T  P R O C E S S  

P E O P L E |  P R O C E S S E S |  L E G A L



Q U A L I T Y C O D E
P E O P L E |  P R O C E S S E S |  L E G A L



P E O P L E |  P R O C E S S E S |  L E G A L







PEOPLE PROCESSES











tylertech.comtylertech.com


