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Difficulty finding and retaining developers

Lack of motivation

Developers are burned out and overwhelmed dealing with tight deadlines
Writing secure code is not yet a priority

Disconnect about creation of quality code

No written SDLC process that incorporates security throughout the lifecycle
If one exists, there has likely been no training on the process

No training on secure code development or how to maintain code

Few written processes that support the development of secure quality code
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$700M

CAPITOL ONE - $80M

SOLARWINDS . $40M

PEARSON PLC ‘ $1M
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WE MUST BUILD

SECURE

SOFTWARE SOLUTIONS

od .use :
.m.use:‘z' =

S tion at the end
=1
select=1
scene.objects.active = modifier_gih
" + str(modifier_ob)) # modifis =
_ob.select = 0

W . context.selected_objects el
S s, objects[one.name].select = 1
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e . -
mirror_sod.use x - False
mirror_mod.use_y = True
mirror_mod.use z = False
elif _operation == "MIRROR_Z":
mirror_mod.use_x = False
mirror_mod.use y = False
mirror mod.use 7z = True
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DBIR

Data Breach Investigations Report
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BIGGEST CHALLENGES

FACING SOFTWARE DEVELOPERS
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BIGGEST CHALLENGES

FACING SOFTWARE DEVELOPERS
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41% 40%
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000 o0
00
NIG | = tyler
d ) technologies



BIGGEST CHALLENGES

FACING SOFTWARE DEVELOPERS

\ \ "
%  40% - 36%

HIGH CLIENT CUSH@MER EEONECT
EXPECTATIONS DEMANDS MANAGEMENT
ISSUES
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OTHER CHALLENGES
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OTHER CHALLENGES

OTHER KEY BUSINESS CHALLENGES
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46%  43%  39%  31%  28%

MAINTAINING KEEPING LIMITED NOT ENOUGH INABILITY TO KEEP
CURRENT TALENT EMPLOYEES RESOURCES TIME TO PACE WITH TOOLS
ENGAGED COMPLETE WORK
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FEEL THAT
WORKLOAD AND
DEADLINES FORCE
THEM TO IGNORE
BASIC QUALITY
STANDARDS




A MORE REASONABLE

AND WORKABLE APPROACH
MUST BE CONSIDERED
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What is expected from them?



What is expected from them?

What is their role?



What is expected from them?
What is their role?

How can they support the mission?



What is expected from them?
What is their role?
How can they support the mission?

What does success look like?
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THROUGHOUT THE DEVELOPMENT LIFECYCLE
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980/0 PLACE HIGH IMPORTANCE ON INTEGRATING SECURITY

THROUGHOQUT THE DEVELOPMENT LIFECYCLE
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REPORT THAT SECURITY IS ALWAYS INTEGRATED FROM
“THE BEGINNING OF THE DEVELOPMENT LIFECYCLE
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HELPNETSECURITY

FAILURE TO NOT INTEGRATE SECURITY IS ABOUT o
MORE THAN JUST BREACH RISK ? 0 /o

Delays in project delivery 2% CITE INCREASED
e PRODUCTIVITY

N
Financial loss _
Compromised reputation _ 57%
Reallocation to fix issues -
Inability to meet compliance regs. -
I
/0

T 67%

45% COST SAVINGS & LESS
o SECURITY BREACHES

Security breach(es)

Legal or requlatory fines
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becore.solr;

con.ds.ucd.be-

class Locationutils {

inal

split with coma. Accepts space after/before

), as 2 double values
stance

tic Point parselocation(String locauonst(m) {

P reconditions. checkllothull (locationString, :
Pr«mnms.cnxurmt(loatms:mw.conta!ns( % 1
locationString = locationString. tris();

if (locationString.contains(* ,")) {
locationstring = locationString. replaceAll( K, £ *,%);

}

if (locationString.contains(”, “)) {
locationString = locationString. replaceAll( x ", ",

Stringl] location = locationString.split( x )
fref_oodhioﬂs.theckﬂrgueﬂt( lmtlm.léng{h >= 2

le lat = Double.parseDouble(location[0]); f
ble lon = Double.parseDouble(location[1]);

new Point(lat, lon);
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National Institute of
Standards and Technology
U.S. Department of Commerce

SR\
~
ISO <CIS., omertor iy @ R8s 2ATE OPENSAMM
NS

-
-

<= tyler

technologies

' ' oo
— Niii
¢ .



tyler

technologies




SVERULS; 1IOr {i

1d{

Y
QUALITYCODE - -

got to do WI th it?

tyler

chnologies




CODE REV

Adopting security tools

Tools to help teach developers

Support ability to make corrections early on




P E R C O OAE

REVIEWS







SVERULS; 1IOr {i

1d{

Y
QUALITYCODE - -

got to do WI th it?

tyler

chnologies







s |

A member of the development team

&
77y
|$
‘
' '
‘ .

’

'\

|¢ [ txe!:%.ges



D

A member of the development team

An extension of the security team
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A member of the development team
An extension of the security team

Translates application security
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A member of the development team
An extension of the security team
Translates application security

Works with closely with security and dev teams
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D

A member of the development team

An extension of the security team

Translates application security

Works with closely with security and dev teams

Helps close the gap between teams
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D

A member of the development team

An extension of the security team

Translates application security

Works with closely with security and dev teams
Helps close the gap between teams

Understands issues and solutions
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D

A member of the development team

An extension of the security team

Translates application security

Works with closely with security and dev teams
Helps close the gap between teams
Understands issues and solutions

Proactive in security requirements
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D

A member of the development team

An extension of the security team

Translates application security

Works with closely with security and dev teams
Helps close the gap between teams
Understands issues and solutions

Proactive in security requirements

|dentifies issues and helps make decisions early
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THE RIGHT PEOPLE

TO DO THE REQUIRED JOB




TAKE YOUR SOFTWARE DEVELOPMENT PROCESS

VERY SERIOUSLY
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