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• Points of the speech

TOPIC

• Tactics: privilege escalation, defense evasion

• Inserting malicious code into a legitimate process, enabling the 
attacker to run their code in the context of that process. 

• The strategy effectively masks the malicious activity, helping it 
to evade basic detection mechanisms

• Enables persistence and access to higher levels of privileges. 

PROCESS INJECTION



SYSTEM INFO DISCOVERY

• Threat actors collect information about computer 
systems, such as hardware, software, and network 
configurations. 

• Adversaries use built-in tools to gather data on the 
network, seeking vulnerabilities to exploit.



T1562.001 Disable or Modify Tools
T1562.002 Disable Windows Event Logging
T1562.003 Impair Command History Logging
T1562.004 Disable or Modify System Firewall
T1562.006 Indicator Blocking
T1562.007 Disable or Modify Cloud Firewall
T1562.008 Disable or Modify Cloud Logs
T1562.009 Safe Mode Boot
T1562.010 Downgrade Attack
T1562.011 Spoof Security Alerting
T1562.012 Disable or Modify Linux Audit System

IMPAIR DEFENSES: TACTICS



DRAMATIC INCREASE IN MALWARE 
SPECIFICALLY TARGETING SECURITY CONTROLS
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APPLICATION-TAILORED EXPLOIT.
• Threat actors are surveilling existing applications, targeting ones 

that result in the greatest “blast radius” following compromise.

ORGANIZATIONAL EXPLOIT.
• Anomaly detection tools fail to identify threat activity due to 

victim organization “stovepiping.”

VERITAS FINDINGS





SecDevOps: 
Our Secure Software Development Process
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Aligned with the US Government’s Secure Software Development Framework (NIST SP 800-218) and Executive Order 14028



STRENGTHENING SECDEVOPS 

▪ We perceive the Backup system becoming a prime target

▪ Veritas has created a “REDLab” where we set live malware loose: 

our own “cyber range” 

▪ We fine-tune defense mechanisms, study new attack vectors, and 

adjust our software to protect against new threats
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The REDLab
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REDLab
• Study the injection of live malware 

variants in the Lab

• Perform independent research

• Validate resiliency of NetBackup 
solutions against Ransomware 
threats

• Validate customer data immutability

• Identify new attack vectors

• Update defense mechanisms 
monthly

• Leveraged RaaS and other malware 
sources

• Orchestrated PEN testing

• API Fuzz Testing
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